Critical Success Factors and
Client Best Practices for
Supplier Risk Management

The Indispensability of Supply Chain Risk Management
Over the last decade, a number of organizations have been rocked by
unforeseen supply chain disruptions and vulnerabilities. A break in the chain
can occur from anywhere: it could be a human right violation in the sourcing
location, poor workplace safety policies and unethical procurement practices,
or incidents involving injuries or damage to property. The unfortunate reality
is that as supply chains grow more globalized and complex, they become
more prone to volatility.
As we delve deeper into our analysis of supply chain disruptions in a
hyper-connected global landscape, it becomes clear they have one thing in
common: a lack of robust processes to identify and mitigate evolving risks.
Supply chains are already susceptible to dangers, such as health and safety
hazards, vendor bankruptcy and modern slavery disputes, but as technology
advances, newer, more sophisticated threats, such as cyber ransom attacks
are on the rise.
Supply chain risk management (SCRM) remains a jugular area, regardless of
organizational size. With today’s focus on safety, sustainability, and the
environment, imagine the impact negative news coverage could have on your
brand if one of your large retailers was found to have been involved with
irreparable environmental damage, human rights violations or unsafe working
conditions. The cost, complexity, and level of risk posed by an extended
network of suppliers and contractors make SCRM a critical area of focus for
every organization.
At Avetta, we understand that risk management and compliance are
paramount to ensuring the integrity of your supply chain. We bring you
best-in-class, cutting-edge supply chain risk management technology that
delivers solutions configured to the exact needs of your business. We also
bring to the table a strong network of highly-qualified suppliers and
contractors – the result of relationships we have built through the years.
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Mitigate Supply Chain Risks with a World-Class
SCRM Program
With over three decades of experience, Avetta has developed standard operating procedures to help
companies make their supply chains safer and more reliable. Four distinct aspects diﬀerentiate Avetta’s
supply chain risk management oﬀerings from the competition:

Transformative: Avetta helps companies enhance their supply chain risk assessment and
mitigation strategies by simplifying the evaluation and engagement of their suppliers.
This ensures that every supplier is aligned with the client’s unique operating
requirements.

Empowering: Avetta’s deep domain expertise and SaaS-based technology platform
empowers companies to connect, analyze, and develop a holistic risk profile for their
partners.

Engaging: Avetta evaluates supply chain partners and contractors across industries and
geographies, making the contractor prequalification process unassailable.

Innovative: Avetta’s state-of-the-art SCRM technology is highly scalable and adaptive,
delivering customizable solutions to the specific needs of more than 450 clients across the
globe.

For clients already partnering with Avetta or supply chain professionals contemplating starting on this
journey, understanding the critical success factors of Avetta’s program is crucial. Evaluating 450
diﬀerent client operations with almost 100,000 contractors has helped us learn that in order to mitigate
workplace risks and ensure uninterrupted workflow, organizations need to capture every nuance of a
SCRM program and follow procedures exactly as required. The following best practices guide will help
organizations optimize their supplier prequalification model.

02

CRITICAL SUCCESS
FACTOR
1. Executive/Senior
Management Support

WHAT IS
RECOMMENDED?
Signature from a member of
Senior Management on the
following communications:
Internal to all client
associates
Supplier/Contractor
communication, inviting them
to participate in the client's
Avetta qualification program

2. Engage All
Business Areas, which
are Involved with
Contractors and
Suppliers

Include all departments, such as:
EHS
Purchasing/Procurement
Risk Management

WHY THIS IS
IMPORTANT?
Ensures the entire
organization adopts the
Avetta program as standard
Alleviates the potential for
suppliers, contractors and
client employees to
circumvent the process

Standardizes communication
to Suppliers/Contractors from
each department
Ensures all departments adopt
the Avetta program

Operations
Engineering
Security

3. Provide Clear,
Internal
Communication to
Client Organization

Run a series of joint-Avetta
and client webinars to all of
the client associates who
would come in contact with the
Avetta solution
15-20 minute overview
sessions with the ability for
the audience to ask questions
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Builds awareness internally of
the organization's qualification
program
Provides background,
understanding, and helps
alleviate concerns
Standardizes communication to
Suppliers/Contractors – the
same message is provided
whether speaking with either
the client organization or Avetta

CRITICAL SUCCESS
FACTOR
4. Provide End-User
Training

WHAT IS
RECOMMENDED?
Mandate Avetta certification
for users
Attend Avetta University https://www.avetta.com/resources/avetta-university
Utilize Avetta’s extensive
training material and content
found in the Client Help
Center, accessible from the
Connect platform

5. Provide Clear
Communication to
Suppliers/Contractors

Run a series of joint-Avetta and
client webinars to Suppliers/
Contractors being invited to
participate in the client's
qualification program:
Typically, attendees are those
Suppliers/Contractors who are
not currently a part of the
Avetta Network
15-20 minute overview
sessions, with the ability for
the audience to ask questions

WHY THIS IS
IMPORTANT?
Exposes users to the
prequalification process and
expectations
Ensure awareness of where to
find training materials for new
starters/new users
Builds confidence in use of the
Avetta Program
Provides key information
Answers questions from
end-users

Provides background and
understanding to Suppliers/
Contractors on why the client
is asking them to participate
Highlights the value to
Suppliers/Contractors,
including:
The benefits of being
qualified
Improving safety and
compliance
Diﬀerentiation – being
qualified is a competitive
advantage
Being discoverable and
marketing their services to
over 450 large-scale clients
Potential of winning
further business and
working for more clients
Helps to accelerate the
registration and compliance of
Suppliers/Contractors into the
client's program

04

CRITICAL SUCCESS
FACTOR
6. Policies to Ensure
the Avetta Solution is
Used as Standard

WHAT IS
RECOMMENDED?

WHY THIS IS
IMPORTANT?

Create and communicate
process standards to all client
associates, for use in the
following situations:

Ensures all client associates
understand and adhere to
standard processes in key
situations with Suppliers/
Contractors:

Exemption:
A client associate wants to
use a Supplier/Contractor,
but does not believe they
need to be qualified by
Avetta
What information about the
supplier is needed?
Who in the organization
needs to approve?
Emergency Waiver:
A client associate wants to
use a Supplier/Contractor
for emergency purposes
and do not have time to
have them qualified
What information about the
supplier is needed?
Who in the organization
needs to approve?
A variance in Flag Status:
A client associate wants to
use a Supplier/Contractor
who is Red Flagged in
Avetta
What information about the
Supplier is needed?
Who in the organization
needs to approve?
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Exempting suppliers/
contractors from the
client's Avetta Program
Emergency Waivers
Variances in Flag Status
Helps ensure compliance of
Suppliers/Contractors being
used
Minimizes the potential use of
unqualified Suppliers/
Contractors

CRITICAL SUCCESS
FACTOR
7. Processes to Ensure
the Avetta Solution is
Used as Standard

WHAT IS
RECOMMENDED?
Internal process flow chart
Supplier process flow chart

WHY THIS IS
IMPORTANT?
Ensures all client associates
understand and adhere to the
standard process when
selecting Suppliers/
Contractors to work
Enables all client associates to
explain the process of
registering with Avetta to
Suppliers/Contractors
Helps to accelerate
registration and compliance of
Suppliers/Contractors into the
client's Avetta Program

8. Create an Internal,
Client Standard
Operating Procedure
(SOP)

Example sections to include
are:
Purpose
Audience
Scope
Procedure
Safety Expectations
Responsibilities
Procurement
Operations
EHS
If you don’t have an SOP in
place currently and would like
assistance in putting one
together, Avetta can assist by
providing examples and
guidance
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Outlines the process for
managing Contractors/
Suppliers, in
conformance with the
organization's policies
and standards

CRITICAL SUCCESS
FACTOR
9. Active Enforcement

WHAT IS
RECOMMENDED?
Don’t raise POs for
Contractors/Suppliers, which
have not completed
qualification
Don’t pay Contractors/
Suppliers, which have not
completed qualification
Don’t allow Contractors/
Suppliers on site, which have
not completed qualification
Ensure a timeline for starting
enforcement is clearly
communicated to
Contractors/Suppliers and
provides suﬀicient time for
qualification to be completed

WHY THIS IS
IMPORTANT?
Ensures contractors and
suppliers understand the
importance of the
organization's qualification
program
Contractors/Suppliers
understand the results of not
being in-compliance with the
program
Progresses the program to
being managed proactively by
Contractors/Suppliers

API integration with sourcing,
payment, and work order
software
10. Include
Program-Specific
Wording in Contracts

Example- “Company” shall
cooperate with Avetta to
collect, verify, maintain, and
manage qualification data as
required in this agreement.
“Company” agrees to pay any
fees associated with
maintaining an active account
with Avetta and to respond to
all requests for compliance
information, such as but not
limited to: certificates of
insurance, safety performance
data, safety manuals or
procedure documents,
regulatory documents (i.e.
U.S. Dept of Labor - OSHA
data), training certifications,
or other business data.
Failure to comply with this
provision may result in breach
of this agreement

07

Ensures Contractors/Suppliers
are fully aware and
contractually obliged to
actively participate in the
program

CRITICAL SUCCESS
FACTOR
11. API Integration

WHAT IS
RECOMMENDED?
Schedule technical scope
between the client and
Avetta’s IT Teams
Integrate Avetta data with
existing procurement or
contractor management
systems
Determine optimum
frequency for data pull based
on the client's choosing – for
example, every day

WHY THIS IS
IMPORTANT?
Ensures important compliance
program data is available in
other internal systems, such
as SAP, Oracle, Yardi, and
many more
Enables other departments to
view data seamlessly in their
day-to-day roles

12. Additional Supplier
Compliance Email
Communications

Utilize proven communication
templates to drive compliance

Delivers a consistent message
regarding the importance of
being compliant with the
client's program

13. Active/Inactive
Supplier Tagging

Develop a process to identify
and monitor active or inactive
contractors/suppliers

Actively manage the
organization's supply chain
without disrupting
contractor/supplier
connections
Supply chains change and
evolve regularly, tagging
signals when Contractors/
Suppliers are required to be
qualified in the client's
program

14. Utilize Grey Flags

Use grey flags as an additional
indicator to identify
contractors with open tasks

Doesn’t show Contractors/
Suppliers as non-compliant
for a period of time after
connecting with the client's
Avetta program
Enables the client
organization to easily
diﬀerentiate new connections
from true, non-compliant
Contractors/Suppliers
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CRITICAL SUCCESS
FACTOR
15. Ensure Focused
Flagging Criteria

WHAT IS
RECOMMENDED?
Review flag criteria
annually to adapt to
the client's needs

WHY THIS IS
IMPORTANT?
Focus on what’s important
to the client organization
Don’t over-complicate
Evolve and expand over time

16. Ensure Focused
PQF Question Set

Work with an Avetta Client
Success Manager and
Account Manager to adapt the
prequalification standards as
needed

Start simple – client can add
questions over time
Focus on data client will
actively use to produce
reports
Focus on data that is
important to client
Helps Contractors/Suppliers
to complete qualification
eﬀiciently

17. Positive Supplier
Recognition

Annual Contractor/Supplier
awards
Regular supplier recognition
events to highlight exceptional
performance, such as
Monthly safety breakfasts
Contractor Appreciation
events
Undertake regular
performance reviews using
the Avetta Performance
Review solution
Identifies top performers
Identifies poor performers
Encourages closer working
relationships
Assists Procurement with
contract renewals
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Shows appreciation to
Contractors/Suppliers for
their valuable contribution to
the client organization
Helps foster closer working
relationships
Inspires Contractors/
Suppliers to actively
collaborate on initiatives
with the client

CRITICAL SUCCESS
FACTOR

WHAT IS
RECOMMENDED?

WHY THIS IS
IMPORTANT?

18. Proactive Avetta
Supplier Success
Campaigns

Work with an Avetta Client
Success Manager and
Account Manager to
plan and implement outreach
eﬀorts and supplier
engagement activities

Helps drive Contractors/
Suppliers to complete
qualification
Helps support the client's
enforcement process
Ensures timely completion
and minimizes
non-compliances

19. Internal
Newsletter Coverage

Work with an Avetta Client
Success Manager and
Account Manager to
broadcast policies,
procedures, and benefits of
supplier prequalification

Raise awareness of the Avetta
program

Identify contacts and
procedures for:

Improves eﬀiciencies of
variance requests
Ensures variance requests can
be applied quickly and
accurately
Negates disruption to
operations

20. Variance Management

EHS variance requests
Insurance variance requests

21. Prequalification
Inbox Managed by
Client

22. Key Client
Contacts for
Contractors/
Suppliers

Helps increase internal
engagement
Communicates the
importance of Contractor/
Supplier compliance

Work with an Avetta Client
Success Manager and
Account Manager to
channel and organize issues
related to prequalification

Provides Contractors/
Suppliers with a single point
of contact at the client
organization for questions

Provide Contractors/Suppliers
with specific email address to
ask qualification-related
questions
On-going client management
of communications to
Contractors/Suppliers

Improves eﬀiciencies

Include the address in any
new contractor/supplier
welcome pack, or as part of
the onboarding process
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Additional function to the
Avetta Client Support Team

Quick turnaround of answers
Avoids potential delays and
business disruption
Any Avetta-specific questions
can be forwarded on to the
Avetta Customer Support
Team

CRITICAL SUCCESS
FACTOR
23. Core Client Super
Users

WHAT IS
RECOMMENDED?
Identify key people in the
following applicable areas:
EHS
Procurement
Operations/Engineering
Risk Management
Security
Attend Avetta University
courses to become proficient
and certified users
https://www.avetta.com/
resources/avetta-university

24. Supplier
Roundtables

Work with an Avetta Client
Success Manager and
Account Manager to
engage supplier base on the
importance of supplier
prequalification and on-going
qualification best practices

WHY THIS IS
IMPORTANT?
Principal points of contact for
planning and implementation
Ensures pillars of knowledge
within client organization
Can set up new users
eﬀiciently
Recommend multiple users
to ensure continuity in the
event of churn

Helps drive Contractors/
Suppliers to complete
qualification
Highlights the key value to
Contractors/Suppliers of being
in the Avetta Network
Avetta Marketplace
Continuous Improvement
Safety Program Assessment
Visibility to other clients –
potential for new business
opportunities
Inclusion of Avetta Team helps
answer questions and drive
value

25. Visibility of
Deactivating
Contractors

Work with an Avetta Client
Success Manager and
Account Manager to develop a
process to justify the supply
chain

Enables the client to have
advanced view of upcoming
Contractor/Supplier
deactivations from the Avetta
Network
Correlate with active
Contractor/Supplier lists to
ensure no disruption to work
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CRITICAL SUCCESS
FACTOR

26. Physical Collateral
to Highlight and
Emphasize
Contractor/Supplier
Qualification

27. Partnership
Improvement Review

WHAT IS
RECOMMENDED?

Posters at visible locations
across sites to clearly outline
the value of qualification
Hand-outs for local
relationship owners to provide
to Contractors/Suppliers

Identify improvement
opportunities, the success of
which can be measured over
time
Document all improvements
to solutions, processes, and
policies

WHY THIS IS
IMPORTANT?

Clearly and concisely outline
the enforcement practices of
the client and results of not
being qualified
Highlight the value of
qualification through Avetta:
Exclusive Marketplace
discounts
Competitive advantage
Opportunities to gain
exposure to other Avetta
clients

Continuous visibility of
program success
Ongoing evolution aligned
with business needs

Incorporate into Quarterly
Business Reviews

28. Joint Marketing
Collateral

Joint Client-Avetta social
media campaigns
Internal newsletters
Contractor/Supplier success
stories
Program Fact Sheets for
internal use – showcase
supplier improvements, risk
mitigation, benchmarking,
impacts of the program
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Showcase how the client is
managing risk proactively
Use to strengthen
relationships with the client's
customers and suppliers
Improved brand recognition
Improved internal and
external stakeholder
awareness of the client's
program

CRITICAL SUCCESS
FACTOR
29. Joint Case
Study/Success Story
with Avetta

WHAT IS
RECOMMENDED?
Work with the Avetta Client
Relations Team to plan, design
and create a Case Study
Finished article can be used
for internal and external
marketing purposes
Avetta can run jointcampaigns to raise awareness
using the Case Study

30. Internal Employee
Awards

Recognition for employees
which identify program
improvement opportunities
Recognition for employees
which identify further
opportunities to leverage the
program across the wider
organization, for example:
Rationalizing the supply
chain
Cost Reductions/Eﬀiciency
improvements
Aligning the program to
meet organizational goals
and objectives
Improvements in supplier
relationships
Qualifying workers
Improving Training/
Orientation eﬀiciencies –
internal and external
Sustainability
Material Suppliers
Wider supply chain
Create Qualification Program
Champions
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WHY THIS IS
IMPORTANT?
Showcase how client is
managing risk proactively
Use to strengthen
relationships with client's
customers
Improved brand recognition
Improved internal and
external stakeholder
awareness of client's
program

Incentivize the workforce to
identify business
improvement opportunities
proactively
Cost reductions
Eﬀiciency gains
Top and bottom-line
improvements
Brand awareness
Empowers users to leverage
the existing solution
Single platform for supplier
risk management
Leverage the initial
investment further
Saves time and expense
launching alternative
solutions to achieve the
same results

The ROI
Avetta’s SCRM program allows organizations to nurture and build a safe and reliable network of
qualified suppliers, which in turn drives sustainable growth. The ROI that comes with aligning supply
chains to sustainable business practices is immense. Avetta’s clients have reported significant
improvements in eﬀiciency, including administration expense reductions of over 70% and an average
ROI upwards of 265%. These savings and returns are a direct result of the increased eﬀiciency,
sustainability, and visibility that a world-class SCRM program can fetch you.
For instance, Avetta’s SCRM platform enables organizations to thoroughly review supplier and
contractor data in real time. The data is not stored in silos, rather it’s captured in a centralized database
system which makes it easier for organizations to closely review every contractor and their respective
audit trails. Since the platform instantly notifies users of underqualified and non-compliant contractors,
organizations can proactively manage and prevent risks.

About Avetta
Avetta connects leading global organizations with more than 95,000 qualified suppliers, contractors, and vendors across
100+ countries. We support the sustainable growth of supply chains through our trusted contractor prequalification,
supplier audits, insurance monitoring, robust analytics and more. With real results in helping companies reduce TRIR,
our highly configurable solutions elevate safety and sustainability in workplaces around the world—helping workers get
home to their families each night.

avetta.com
Let’s connect at https://www.avetta.com

https://www.avetta.com/
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